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CyberSecurity Update – January 2012
MSDE Career Technology Education (CTE) Program Overview:

Information Assurance (IA) or Cyber-Security is part of the Information Technology (IT) Career Cluster and specifically, part of the IT Networking Career Technology Education (CTE) Program of Study (Cisco Academy).  In addition to the Cisco Academy curriculum, Maryland schools are using courses and instructional support materials developed by CyberWatch.  These CyberWatch courses align to international IT standards.  

In the 2011-2012 school year courses were available in several school systems including: Baltimore County, Harford County and Howard County, as an option within the Cisco Academy, since two of the courses are already in the Cisco Academy (CCNA Discovery I and II or CCNA Exploration I and II).  
The new CyberWatch courses added to the program include:

CW 110 Ethics and the Information Age: A study of ethics and moral philosophy as a means for providing a framework for ethically grounded decision making in the information age.

CW 130 Microcomputer Operating Systems: This introduction to DOS and Windows operating environments includes basic and advanced operations and use of system utilities. Introduces DOS and UNIX/LINUX command structures and explores operations using the Windows graphical user interface.

CW 160 Security +: This course offers in-depth coverage of the current risks and threats to an organization’s data, combined with a structured way of addressing the safeguarding of these critical electronic assets. The course provides a foundation for those responsible for protecting network services, devices, traffic, and data.


CW 225 Tactical Perimeter Defense: This course is designed to offer the student a solid foundation in advanced network security fundamentals to include TCP/IP addressing, routing, packet filtering, and installing proxy servers, firewalls, and virtual private networks (VPNs).
As part of a CTE program of study, students have the option of earning industry certification and/or early college credit related to the technical program.  In this case, the certification includes options in the Cisco series, including C-CENT, CCNA and CCNP.  The standards used for CyberWatch and for Cisco also align to CompTIA A+, Net+ and Security+ certifications.

Cyber Initiatives and Partners:

Maryland business and industry, government agencies, and higher education have come together to develop resources and programs to address the need for increased awareness and skill development related to CyberSecurity.  Initiatives tend to focus on three areas:

1. Cyber Awareness Activities – including community outreach on the importance of safety issues related to the Internet.  Awareness activities include privacy issues, financial transactions, social networking and requirements for security clearance for employment.

a. Ft. Meade Alliance – Project SCOPE
b. CyberWatch materials and outreach – High School CyberSecurity Fair, K-12 SECURE IT Program  
c. NSA, Northrop Grumman, Lockheed Martin (& others) - CyberSecurity Awareness Day
d. Microsoft – Safe and Secure Online (ISC)2 
e. National Initiative for CyberSecurity Education (NICE)
f. National CyberSecurity Alliance 
g. John Hopkins University – Workshop for Guidance Counselors & STEM Coordinators.
2. Cyber-Security Education and Workforce Development – including identification of employment opportunities, training requirements and providers for the region.  This is a critical area for BRAC and the MD Cyber Center.
a. Department of Business and Economic Development (DBED) – Cyber Maryland
b. Governor’s Workforce Investment Board (GWIB) - Cyber Subcommittee
c. National Initiative for CyberSecurity Education (NICE)
d. Cisco Networking Academy (high school and community college)
e. IHE – USM, Capitol College, PGCC, CCBC, AACC and others
f. DOL / Workforce Development - Pathways to CyberSecurity Careers Consortium
3. Cyber-Security Competitive Events and Summer Camps—several events are sponsored by industry as a way to support skill development and the identification of talent in this area.  Most of these competitions are designed for college students, but an increasing number allow high school students to participate.

a. US Cyber Challenge – SANS Institute
b. Cyber Patriot – Northrop Grumman / Air Force Association
c. Net-riders – Cisco Academy
d. Maryland Cyber Challenge and Conference (MDC3) – Cyber Maryland 
e. Collegiate Cyber Defense Competition (CCDC) – regional held at JHU-APL
f. NetWars – SANS

g. Cyber Camp (new in 2011) - one-week camp for high school students hosted by CCBC-Essex and UM-College Park
MSDE has been engaged with these partners on each of these areas as Local School Systems have implemented a range of activities to increase awareness and support students interested in a career in Information Technology (IT) and Cyber-Security.
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There are 42 High School Cisco Academies across 14 Local School Systems, with nearly 1,400 students enrolled in the 2010-2011 school year.  At the postsecondary level, 9 Community Colleges, Towson University and Coppin State offer Cisco Academy programs.  This past summer (July 2011), more than 40 high school teachers participated in Cisco Academy Institutes in preparation for the expansion of current Cisco Academies.  There were 4 new Cisco Academies this year (September 2011), with 6 additional academies expected to enroll students in the 2012-2013 school year. 
National and State-level Challenges (draft, from NICE discussions):

While there is rapid growth in this area, with a high degree of collaboration among business, industry, government and education, there remain several areas of challenge.  These are based on National-level discussions at a recent NICE conference hosted by PGCC.
· Expansion of high school programs limited by availability of teachers;

· Current teaching staff (high school and college) not skilled in this area;

· Postsecondary -- not a clear set of resources or understanding of program requirements;

· Programs not aligned between high school and colleges, or between colleges;

· Low representation of females and minorities;
· Federal security clearance requirements.
For more information regarding Cyber Security initiatives and IT CTE Programs of Study, please contact Pat Mikos, Program Manager, Division of Career and College Readiness, MSDE at 410-767-0186 or at pmikos@msde.state.md.us.
